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SonicWALL SSL-VPN SRA 4200
Firmware v5.x

E? F ag ... mumm

X1=DMI Zane
192.168.200.250/24

SSL-VPN X1=WAN Zone
10.10.10.10/24

Mobile SSL-VPN user
with Digipass

SonicWALL NSA 2400
SonicOS 5.x Enhanced

Vasco Identikey RSEC'—"EC*
Server 3.2 esources
¥0= LAN Fone
10.120.1.250/24
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/= SonicWALL

&~

Tocls  Help

§ SonicwaLL - virtual Office

=& § WM ] Life Insurance Corporation ...

§ Ha-SRAs200

§ SrA1200 2] wWeekly Report

43

1"8) 1"

@ # %1 A

2] Welcome - Engincering Wiki

~ Page ~ sSafety -

SONICWALL™>

Secure Remote Access

User: admin _ Mode: Configuration

B System

-~
System Messages
Stams
= Please check with L for about new and Upgrades for vour Appliance.
Licenses ® The password has not been changed.
Suppart Seress ® Log messages and one-time passwords cannot be sent because you have not specfied an cutbound SMTP server address,
» Web Application Firewall Protection has not been enabled.
Time
Settings =
System Information Licenses & Registration —
Administration
Madel: SRA 4200 User Licznse: Unlimited Users
Certificates : 3 -
Serial Mumber: 0017C5531428 = Point: Licensed
Monitoring = = = . X .
Authentication Code: QKEY-BIVT rtual Assist: 4 Technidan License
Eagcties Firmware Version: SonicOS S5L-VPN Veb Application Firewall: Licensed
Restart ROM version: SonicRGM 2
» B etwork cPU {Utilization): 1.8 GHz ¥ia C7 Processor (7o) Your Soni LL is registered,
~ Total Memor 2 GB RAM, 1G5 Flash
> Ty Portals Please check with SoricALL for information sbout new features
vstem Tim 011/02/28 01:04:08 = s 2

Status: Ready

Done

@ internet

- #100%% -
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/= ¥Wirtual Office - Windows Internet Explorer

§ wirtual OFfice

- | *x|[X||S 10.5.105. 238 ~ | =4 Cortificate Errar Ak |
Eile Edit Wiew Fawvorites Tools  Help
Favorites .== S5 wM @] Life Insurance Corporation ... 8§ HA-SRA4200 § SRA1200 & | Weekly Report @ | Welcome - Engineering Wik

Page - Safety ~

SONICWALL™> Secure Remote Access

Mode: Configuration

» B system ~
- & network Network > Interfaces @
i
Interfaces
DS
Routes MName IP Address Subnet Mask IPv6E Address Status Configure
Host Resolution ] 172.24.24.236 255.255.0.0 fed80::20c: 29ff: fe41:804F/64 1000 Mbps - Full Duplex &
= wogc Chye X1 10.5.105.238 255.255.248.0 fes0::200: 25f: fes1:8058/6% 1000 Mbps - Full Duplesx 7
- Portals
Ld Services
Ld MNetExtender
L Virtual Assist
Interface Traffic Statistics Streaming Updates: ON
» Web Application Firewall[a] =
> eere =1 | Interface Inbound Packets Inbound Bytes Outhound Packets Outbound Bytes -

Status: Ready

Done

@ 1rrernet

L 100%

Fa
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T
10.5.105.236 | & certificate Error |

<7 Favorites § virtual Office fagl B L=l @ Page - Safety -

=

SONICWALL> | Secure Remote Access

User: admin  Mode: Configuration

w B gyctem L5
i Accept
. syetem > e ®
Licenses

System Time

Support Services

i Time (hh:mm:ss): | |: I |: | |

Settings

Administration Date {mm:dd:yyyy): | | | i |

Certificates Time Zone: | India (GMT+5:30) B
Monitorin:
2 Automatically synchronize with an NTP server
Diagnostics
[ Display UTC in logs (instead of local time)

Restart
» B jetwork B
» 6\6 Portals NTP Settings

L4 “ﬂ_‘:} Services
Update Interval (seconds): |60

» B netextender ||
T
. I = | NTP Server 1: |10.5 252 37 >
Status: Ready
Daone €D Internet 3 - ®ioo0% -~

#1048 % 1)



m() THE AUTHENTICATION COMPANY

& 1 & E & K
tual Office - Windows Internet Explorer
o
f \ Trw
@ =Y | F A |S 10,5.105.236 "|5@ Certificate Errar || =% | R~
= 7 Favorites 1 OFF s - f = r-] * Page ~ Safety - ”
1 § Wirtual Office i i [N\ s Pag Safety
SONICWALL> | Secure Remote Access
User: admin  Mode: Configuration
L3 E System 2
@ network Network > DNS
Interfaces
Hostname
DNS
Rautes S5L VPN Gateway Hostname: sshvpnpankaj
Host Resolution
Network Objects -
i DHNS Settings
» (ng Portals
» ‘%} Services Primary DNS Server: |10 217.130.101
» B8 NetExtender Secondary DNS Server {optional): |1Cl 525244
> lﬁﬁ virtual Assist
DNS Domain {optional):
» % ‘Web Application Firewsall e |
L3 & Users
» [, Log WINS Settings
) el Clace Primary WINS Server {optional): |10.21? 130.101
Secondary WINS Server (optional): |10.5 25244 B
v
Status: Ready
€ Internet 5 -| ®ioon -
#1/8( " ! !
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2| X||§

10,5.105.236

T
| & Certificate Errar | - "

~ 7 Favarites
]

SONICWALL>® | Secure Remote Access

§ Virtual OFfice

Page -~ Safety -

|| 2]~

2

User: admin  Mode: Configuration
» B syctem LY
= g Network Hetwork > Routes @ Accept | @
Interfaces
Default Route
DNS
Routes Default IPv4 Gateway: I1G 51041 ‘
Host Resolution 1
Interface: | X1 ~|
Network Cbjects '
b By Portas Default Pvé Gateway: |
» "33'-‘} Services Interface: X0 ﬂ
(3 1[&{ MNetExtender
P Virtual Assist Static Routes
» % Web Application Firewall
[7=Y Destination IPv4 Metwark Subnet Mask Gateway Interface Delete
» & Users
10.5.252.0 255,255.255.0 172.24.0.1 X0 x
> E Log
EEJ Virtual Office Destination IPvE Netwark Prefix Gatzway Interface Delete
Mo Entries =
Add Static Route. .. b
Status: Update successful,
Done €D Internet #g3 -| ®10%n -

#1 28( 1 1"
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COMPANY

&*>

= ¢ Favorites § ‘irtual Office
i~ |

SONICWALL® | Secure Remote Access

User: admin  Mode: Configuration
» E System ks
» :! Netwark NetExtender > Client Settings
» ?5 Portals
& HetExtender Client Address Range
» "@3 Services
- lﬂ NetExtender Client Address Range Begin: i1.72 242420 ‘
Statu
2L Client Address Range End: i1.72 242430 ‘
Client Settings
Client Routes HetExtender Client TPv6 Address Range
ﬁ: virtual Assist
Client Address Range Begin: | ‘
@ Web Application Firewall
8 |jcors Client Address Range End: | ‘
Log
NetExtender Client Settings
virtual Office
Exit Client After Disconnect: ‘ Disabled V|
= 1
Uninstall Client After Exit: d v
Create Client Connection Profile: ‘ Enabled 1+ |
Ao [au : ¥ 1 v
Status: Update Successful,
Done € Internet fa v Ho0w v
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r T 3
v %2 %[5 o052 | contfcateevar ||| 48 |2~
rs [ = i
W Favarites § Wirtual Office =Ry =] r:g’] * Page v 3Safety -

User: admin  Mode: Configuration

» E System
» g Netwark HetExtender > Client Routes - @
» G‘Q Portals
o e EEEETEEy |
» ‘;@J G Tunnel All Mode: Disabled |
- ‘w NetExtender
Destination IPv4 Network Subnet Mask Delete
Status
10.5.252.0 255.255.255.0 X,
Client Settings
Fm— Destination IPv& Netwark Prefix Delete
» L) Vit assist el
» W@ web Application Firewall Add Client Route... I
[T =} t
4 Users
» 5L Log Hota: The MNetE: Add dlertt route tes are paszed to all NetExtender cients
a I and determine which private networks the remote user can access via the
iy Virtual Offic S5L-VPN connection,

Status: Update Successful,

Dong & Internet #a -| ®iwo0n -

#1 58 "™ I (%
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Favorites

§ Wirtual Office
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EH

X 5 oy v 5 5
{ag) | = - Page » Safety

User; admin  Mode: Configuration

» @ petwork
- "_i'i. Portals
Portals

Application Offloading
Domains
Custom Logos
Load Balancing
Services
MetExtender
wirtual Assist

Web Application Firewall

4 Users
r B Log

,_.L Wirtual Office

Portals > Domains > Add Domain

[ Accept [ [@ Cancel [ @ &

Authentication type:
Domain name:
Authentication Protocol:

Primary Radius server

Radius server address:

Radius v
VASCOIKEY
PAP b

110.5.252.60

Radius server port: [181 2_
Secret password: '000000000
Radius Timeout (Seconds): g
Max Retries: 2
Backup Radius server
Radius server address:
Radius server port: 1812
Secret password:
|:| Use Filter-ID For RADIUS Groups '
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7 Favorites § virtual Office

SONICWALL>

10.... |53 certificate Error

= (WS - Page - Safety -

ijv

»»

| Secure Remote Access

e O

Help Logout

User: admin  Mede: Configuration

b E System

3 Q MNetwark

Partals

Services

MNetExtender

Virtual Assist

@ Web Application Firewall
Users

Status

Local Users

Local Groups

k2% Log

i.j_, virtual Office

Users > Local Users > Add Local User

|@ Accept | |@ Cancel | @

User Mame: :ar‘;ind|

Domain: VASCOIKEY

Group: sutomatic @

Status: Update Successful.

Done

g Internet

3 v Riow -
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